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This document describes the steps necessary to deploy
a 128T Conductor and a 128T Router in an Amazon Web
Services EC2 instance
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128 Technology

INTRODUCTORY MATERIAL

INTRODUCTION

The 128T Networking Platform can be used for a wide range of use-cases including
public cloud deployments with networking elements inside or outside the public cloud.
This document describes the steps necessary to deploy a 128T Conductor and 128T
Router in an Amazon Web Services EC2 instance using a 128 Technology AMI (Amazon
Machine Image) from the AWS Marketplace.

PREREQUISITES AND REQUIREMENTS

Deploying the 128T Networking Platform in AWS requires familiarity with the AWS
Management Console and EC2 services. For initial deployment, familiarity with Linux is
beneficial. After deployment in AWS, router provisioning requires networking expertise.

A user must have an AWS Management Console account and the ability to launch EC2
instances. On the AWS Marketplace the “128 Technology Network Platform” AMI is BYOL
(Bring Your Own License), so to complete the installation, the user must contact 128
Technology for a license and certificate.

ARCHITECTURE DIAGRAMS

Many enterprises have adopted the AWS public cloud for numerous applications. To
support these emerging applications, the 128T Networking Platform can be deployed in
AWS supporting many different use-cases. The platform consists of 128T Routers which
can be deployed both inside and outside the cloud, and the 128T Conductor, which is a
management platform to manage all the routers. One of the most common use-cases
is providing reliable and encrypted connectivity using Secure Vector Routing (SVR) from
multiple remote sites into an AWS Virtual Private Cloud (VPC). Typically, an enterprise
first deploys a 128T Conductor, then routers at remote sites, and finally connects to AWS.
The final AWS 128T Router launched in a VPC on an EC2 instance provides SVR into the
services deployed in AWS. This document outlines a representative process to deploy
the 128T Conductor and Router in AWS in scenarios like this.
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The 128T Router and Conductor function on the Linux Operating System, and 128
Technology has developed an Amazon Machine Image (AMI) available in the AWS
Marketplace to simplify 128T deployment in AWS. Amazon Web Services EC2 provides a
catalog of AMIs to deploy virtual servers in an automated fashion. This deployment guide
will go through the steps of initially launching and access the new 128 Technology
instance in AWS.

r:. 128T AWS Deployment 4
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As shown below in the AWS architecture, the 128T Router and Conductor are deployed
within an VPC (Virtual Private Cloud). Both the Router and Conductor are deployed as
an AMI in an EC2 instance.

For a typical deployment the Conductor will be deployed with a network interface in a
public subnet in a security group, with an associated publicly-reachable Elastic IP
address and network access control list, via the Internet gateway.

A 128T Router in a typical deployment will have two network interfaces and sit between
a public subnet and a private subnet, where various applications are located. One router
interface will be deployed with an associated security group within a public subnet with
a network access control list. The network interface has associated a publicly-reachable
Elastic IP address that is reachable via an Internet gateway. A second interface will be
deployed within a private subnet in a security group, with a private address, with
reachability to other EC2 instances where various applications may be deployed.
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PLANNING GUIDANCE

SECURITY

The only keys involved in the architecture are the private key files for SSH access to the
EC2 instance. The standard AWS approach is used as part of launching an instance,
allowing the user to either generate or use an existing key pair.

When the 128T Conductor is deployed no specific IAM (ldentify and Access
Management) role is required. The 128T Router does require the user to create an IAM
role. This role primarily serves to simplify management connectivity to an existing 128T
Conductor. In this document we named this role “128T ZTP". The role is for an EC2
service.

Create role

. |

Select type of trusted entity

s AWS service @ Another AWS account
.' CL2 . Lambcla and olhers F==-X B m

Allows AWS services to perform actions on your behalf. Learn mora

Choose the service that will use this role

EC2
Allows EC2 instances to call AWS services on your behalf.

For this role, in the Permissions section enable “DescribeTags” which is used to automate
connectivity to the Conductor, as outlined in the “Router Deployment” section of this
document.

+ b Desaribe fegs Permissians palicy (1]
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Policy nama =

- DescribaTags

Policy summary | []JS0M Edit policy

i
"Wersion":
"Statement™: [
{

"Lid":
"Effect”:
"Ackion": cZ:Dascr
'"Resaurce"”

COSTS

The 128T Networking Platform on the AWS Marketplace is currently a BYOL offering. The
only costs reflected in AWS are those of the instance type:

The table shows current software and infrastructure pricingfor services hosted in US East
(N. Virginia). Additional taxes or fees may apply.

128 Technology Metworking Platform

EC2 Instance type Softwarefhr EC2/hr Total,/hr a |

t2.large $0 $0.093 $0.093

® E.%!.:?EE!:EHE_ 40 $0.199 $0.799

The most up-to-date pricing information is in the AWS Marketplace listing at
https://aws.amazon.com/marketplace/pp/BO79V72CH7. The 128 Technology licensing
model is subscription-based, scaling in cost with the number of routers and the
bandwidth of the routers. For a specific quote, please contact 128 Technology at
www.128technology.com, 781.203.8400, or info@128technology.com.
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SIZING

The performance of the various 128 Technology products scales with the size of the
instance. In the Marketplace listing a wide range of EC2 instances are available.

For the 128T Conductor the number of managed routers roughly scales with the type of
instance. Approximate guidelines are t2.large to manage up to 50 routers, r4.2xlarge to
manage up to 500 routers, and r4.8xlarge to manage up to 5000 routers.

For the 128T Router the total encrypted throughput of the router roughly scales with the
type of instance. Approximate guidelines are c4.xlarge or c5xlarge for ~300 Mbps,
c5.2xlarge for ~900 Mbps, and c5.4xlarge for ~2 Gbps, but results may vary based on
many factors. For guidance on a specific application, contact 128 Technology directly.

For both the 128T Conductor and 128T Router the default storage sizes should be
sufficient for most applications.
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DEPLOYMENT GUIDANCE

This deployment guide provides instructions for two broad scenarios: no 128T Conductor
and existing 128T Conductor.

In a case where no 128T Conductor has been deployed, we recommend continuing with
through this entire guide in order:

Creating a 128T Conductor Instance
Installing a 128T Conductor Instance
Creating a 128T Router Instance
Managing a 128T Router Instance

In the case where a 128T Conductor has already been deployed, we recommend
skipping several sections of the guide and proceeding with:

Creating a 128T Router Instance
Managing a 128T Router Instance

In both scenarios at the end of the guide the user will have both a 128T Conductor and
an associated 128T Router.

CONDUCTOR DEPLOYMENT

This section describes how to deploy a 128T Conductor into AWS. The exact time for
deployment will vary, but it averages between 15 and 30 minutes.

Creating a 128T Conductor Instance

If you already have a 128T Conductor instance deployed either in AWS or elsewhere, then
you can proceed to the next section.

To create the initial 128 Conductor instance, log in into Amazon Web Services console
at https://console.aws.amazon.com using your account name, username and password.

r-: 128T AWS Deployment 9
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Once logged into the AWS console, the EC2 service needs to be accessed by clicking on
“Services” in the top bar menu, and then selecting “EC2" under the “Compute” category.

] Services ~  Resource Groups v %

History

{ Search services

Console Home

s Compute

VPC

Billing EC2 Container Service
Lightsail &
Elastic Beanstalk
Lambda
Batch

In order to deploy a 128T Conductor, an EC2 instance has to be created using the
corresponding 128T AMI. From the “EC2 dashboard”, click the “Launch Instance” button
to start the process of creating an instance in a region.

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Launch Instance

Note: Your instances will launch in the US East (N. Virginia) region

r: 128T AWS Deployment 1
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Amazon Web Services EC2 classifies AMIs in several categories. Currently, 128
Technology has created an AMI to deploy a 128T Conductor from the “AWS Marketplace”
category. The 128 Technology AMls can be found by searching for “128T". Clicking on the
“Select” button of the AMI starts the deployment process of the instance.

1. Chaose AN 2, Ghiogse Falanoe Typs 3, Conhguee knstonce 4. fdd Staroge % #dd Togs & Conhgars Secrty Group 1. HEdow

| c I Exit
Step 1. Choose an Amazon Machine Image (AMI) ot
An AR B 3 lemplate that comtalns the software configuratian (opersting system, applcation server. and appdcations| required to lzunch youwr nstance. You can sekect an
AR prowtdied by ANS, our user communily. o the AWSE Markstplass; or you can select one of your odan Akdls

| o 1281 x |
L Stard {1} Vi 1 af 1 Proiucls
My AMIS {5) 128T Metworking Platform m
.
¥ rJ = iRl (0] F20T SMehvosting Fiaform | GeeiET | Oy 153 Teshnolagy, ing

AWS Marketpiace (1
| v i Eriing Yiour G License « AWE wigo A

Conmmmuniy AEs (1) LimtUne, CortOE T | T4l sl & macmen KAschme brage (AR | Updated: T
Thi 128T Hebworking Pladiorm feabsres archesiration and zom touch provisioning. 2om trust
i sACURR hyparsegmeantation, lnad nalancing, giehal pokey fSafwsar appsla, VPR
¥ Categories = °
Marzinia
All Categanes
Imfrastucion: Sotteam 1)
The following resulls for "128T" ware found in clher catalogs
* Cperating System
T results

in My Ahldls

Clzar Fitar e A oot 1 e

= AN Linux'Linx 1 results in r.:-l.'-'f"ll"'II.II'I'T"' AMis
iCemos i) Commursty AN AN tha
~ Software Pricing Plans
1] Bning Your Chwrr Lacemss
(hd]
* Regian

¥ Current Region (1)
LAl Reqgions ¢18)
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After selection, AWS provides a summary of the AMI. Click “Continue.

128T Metworking Platform
126T Metworking Platfarm Fricing Detalls -
™ The 1287 . Wetworking Saform  faalures - Ering Your Own License (BYOL)
rJ " nrehwsfratinn ard 7een towch provislaning, 7R nst
126 TECHNOLAGW secuiily, hypevssgmenlston, losd balancing, giofel Ho Foes
policy, fmlover, app SLA VPN pateway and i,
Rnduidti £ings Instanes Type Software  ECZ  Tesal
W Arcitiorial Defmis m A5 Mk lfpt Kok ML A
iy e e g R 5 warge 3000 $117  $047he
Froguct Details 5. 2darys 50.00 0.3 SOMhe
Eil 120 Tﬁ:ﬂ'ﬂ'bgf Ine = Axarga 00 S0 ES S0 Gl hr
Customer Ratng & &4 (0] cd darge 50.00 50199 S0190Ma
Latest Versksn 128 Mutenrbing Patiorm | Cunl0ST r{-xtarge o L
Base Operabng System  LinuweUri, Com0s T . Bxlarge 0.00 1120 521200
Delivery Methad G2 kit (x5 Amazon Maching mago (A1)
i EBE Genaral Purposs (550) velumes
Licenze Agreament  ©nid Liser License Agieemesl 016 et 38 rrinni of pred Hotana
On Marketplace Since 2213
ANS Services Required  /Amazon EG2, Amazon E35 You will not be charged until you launch this instance.
Highlignts
1 High pesformance Session Smort Router with wnnel-fres bondwiddh sxdnga
capabiion
+ Jeig-Tnust aacurty nypamegraatalion, L2-LA slatefd lirewall routing with
wordy, upplicetan dassificaton, kood balancer, VPN galesay. ond dymamic madli- -

e
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After clicking “Continue’, Amazon EC2 provides a wide selection of instance types
optimized to fit different use cases. Instances are virtual servers that can run
applications. They have varying combinations of CPU, memory, storage, and networking
capacity, and give you the flexibility to choose the appropriate mix of resources for your
applications. While several instance types are possible, the selection defaults to the
c4.xlarge instance type recommended by 128 Technology. Select an instance type, click

“Next: Configure Instance Details” button to continue.

onin AMI P Choosa Instance T 3 CamtniFEs Rssanrg | Add AteRgs 5 Add Tags & CANIEs SRTUTEY R T Rala

Step 2: Choose an Instance Type

Compuis optimizes o xlange 4 T ESS only Yas High ¥es

]
@ InipU s c4 2elarge ; 15 EBE oy
@
=]

Cange Previous Review and Launch Nmxt; Conhigure |nstznce Detasis
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The next screen shows a variety of parameters for the instances. Select the existing

“Network” and existing “Subnet” where this 128T Conductor instance is to be connected.

Typically a 128T Conductor is directly accessed by network administrators from outside

of AWS. Therefore the selected or created “Subnet” settings should assign a public

(elastic) IP address. In this example, we've created a subnet that allows public internet

access, so that we can login to the instance after creation. The AMI specifies default

storage parameters, so the user can skip step “4. Add Storage”. Instead the user can click

on step ‘5. Add Tags”.

1. Clidceia AMI 2. Choese Instaics Type FoConlgure sl 4. Add Shidpge 5. Add Tag 8. Corfiguie Saiuidy Gida 7. Pl
Step 3: Configure Instance Details
Configuie the mstance 1o suil your requirements. You can launch maltple instances from the same AM, request Spot mslances o take advanlage of the

OWER PFICING. ASSEN AN access managemenl rpde o the msiance, and moee

Humber of instances
Purchasing option
Netwark

Subnet

Auts-assign Public IP

Placamant group

Capacity Resarvalion

&M role

CPU options

Shutdown Behavior
Stop - Hibernate behavior
Enable termination protection

Muonitarng

EBS-optimized instance

Tenancy

rd.

Lacmeh intin Avta Scaling Gaoup

wpocAT10a8 | Fidender & Ahdorrs Cema
sEnel-TES200e | Tremies-an] | us-tast-Za
A IP Adressas avaiable
Uk subnet 2atling (Tnatee]

Add mEtEnCe to placement groug
Open

'l.-:!u_.'

Specidy CPU oplions

Stop v
Enzabhe hilserslion &5 an sodfional $op behavio
Protect agalr.-sd accigental iermmation
Enable € Walch detailed monioring

Actdiliont ¢ =5 dpphy

Hinch 32 EBE-oplimizes instance
Shared - Run 3 shared Rardware mnsiEnce ¥
Adddminral chames will annhfnr Asthirated Eenaney
Cancel Previous
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G Credte new Voo

Crdale Figy suinel

c Credbe new Capaclty Reseniation

i Create mew 1AM role

Review and Launch Huext; Add Storage
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In AWS EC2 it is a recommended practice to label all the relevant elements of a
deployment accordingly. By doing so, these elements can be easily identified and

searched at a later time. In the "Add Tags” menu the user can ‘click to add a Name tag.’

1. Choose AMI 2. Choese Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group

Step 5: Add Tags

A 1ag consists of a case-sensitive key-value pair. For example, you could define a fag with key = Name and value = Webserver. Learn more
about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum)

This resource currently has no tags
Choose the Add tag button or click to add a Name tag.

Make sure your |AM policy includes permissions to create tags.

Add Tag (Up to 50 tags maximum)

Then the ‘Name' key can be set to a descriptive value.

1, Choosa ANY 2, Cxvopss Wstance Tipe A Configune inscans 4 AlD Siorags 5. Adil Tags B, Confure Secutily Croup 7. Ry

Step 5: Add Tags
A fag constsls of 3 case-sensiive key-value pas. For EXampse, You could defing a tag with key = Name and value = Websenver. Learn more abaut 13pging your
Amazon ECE resounces

Key 17 chaiacIers Fed Value A5 Charmcie s e i
M Mew 1267 Conductor v | 9
Add another tag g0 5O E3gs masimiam)
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Next select the “Configure Security Group” tab. By default, the AMI generates the
following security groups.

Servicas -~

Rasmsce Groups *

1 Cheen AW F D i RERAne R Tyod 3 Ceefginm mstansa { At Ao t Add Taga . Confgan Saratry Gronp

Step 6: Configure Security Group

A socinty omup s @50 of firowal rules irat contral the Smitc far your instencs, On this page. vou can add riles b alkoey speciic @M 1o meon yor instancs,. For coampi, i
veu wanl W sel ap 2 wed serven and athow Inteinel baSc Woeach youn Bstancs, o rules sy wesineled soeess Lo e
SECurfly Qroup o Select from &n extsting one Delow. Leam mone abaul SAmezon EC2 seluty groaps

TTR it HTTRE s Yo can o el 2 e
ARSigr a security group:

= Creale & new securily group
Select an existing sSouly group
Security Groug name!

VRS Techrakigy Mebwiieng PRHomm-1 78T Hetaraking Plalieam - Cenis - A

Descriptian:
Tpe L1

Frofocel () Fori Range i Source |

Deseription (s
HHH . o Hed $lisinm w | RO s 0 S5H e Boimn Ceskiog []
HTIFS T T 144 [EHE w | [EOgHAS)

=0 SHH foe Sohmin ieskiog [ ]
#Add Rute

T sodrce of 0.000.040 alkny all IF addressees o BCCEES your instance, W recommend seting sefunty qroup nges i allow access Tom knosn IR
e anly

W Feedback @ English [US) ! WD Sl e T kT ;
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For a 128T Conductor deployment, two additional rules must be added to the Security
Group to allow the range of ports 4505-4506 and port 930.

Sarvices Resource Groups 2] Aihnan i 2Akpcdembogy. om @

Hizgra g AR F Criogss |nelass Taja 1 Coaatlguisa fresbancs 1 Bl Sheds 3 Add Tags B Confygune Seoeslly Group T R
Step 6; Configure Security Group
A socurty growp 15 3 2ot of Srevall npes that controd tho e for vour melanco. On this page, wou can 3ad ks toaliew spacthc iraffic 1o reach your Instance. For coampee,

el vl 1 se ap A weh Server and alkn el e oo JEEIN rEtance . arkd mikss Il

sacuily Group ar select Fem an sXiEing one below. Leam mofe aboul Amazon EC2 secuily Gimaos.

s i e HT TP e H TP ports. Yo can creaie & ey

Asz=zign a sscurity group: ®

[ 3 new S2curdy Qoup

Sl an ensting secunly qioup
Security group name 128 Technoiogy Metwarieng Fattom-128T Notworking Piatiom - CemQ S 7-Autd
Descr@tion: Thiss sectafily @y was generaiel by AW [farkeisacn and o sed o0 s
Trpe (| Protocal (§ Part Rarge | | Bource | | Deseription [
BT v TCr 20 Custom v 0 0.0.0m 2@ S5H for Admin Deskiog ]
HTTIS v '!";.'F i3 Custom v | QRQ.L0 g S5H Mr &fmin Onskiog @
[Cistam TCRT * Ter Custom v 06060 2.9 SSH for Admin Deskiog [:]
| Cuspam TOR( v TP ek | Custom v | QLG0T g SSH fhr Anmin Dinskiog []
Ao Ruls

& Wi ETnang
Reules with somce ol 0000000 alow al B2 addresses lo.access vour instance. We recommend setling security group nies oo allow access fom known [P
akInSasTs oy,

o et m

@ Feedback @ English (U5}

The user could further modify or customize the settings. If no further customization is
required, then the “Review and Launch” button can be clicked to complete the

deployment.
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In the review screen a warning will be present indicating the instance is not from the
free tier, which is expected since AWS does not categorize this c4.xlarge instance as free.
Additional warnings could be present based on your network and subnet settings.

Finally, after reviewing the instance click on the “Launch” button.

1. Choose AMI 2. Choose instance Type 3. Cenfigure Insiance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete =
the launch process

A Yourinstance configuration is not eligible for the free usage tier
To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration options, or storage devices.
Learn more about free usage tier eligibility and usage restrictions.
vonishow me
v AMI Details Edit AMI
r: 128T Networking Platform
e {28T MNetworking Platform - CentOST
Root Device Type: ebs  Virtualization type: hvm
Hourly Software Fees: $0.00 per hour on ¢4 xlarge instance. Additional taxes or fees may apply.
Software charges will begin once you launch this AMI and continue until you terminate the instance
By launching this product, you will be subscribed to this software and agree that your use of this software is subject to the pricing terms and the
seller's
End User License Agreement
¥ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
cd xlarge 16 4 7.5 EBS only Yes High
¥ Security Groups Edit security groups
Security group name 128T Networking Platform-128T Networking Platform - CentOS7-AutogenByAWSMP-7
Description This security group was generated by AWS Marketplace and is based on recommended settings for 128T Networking
Platform version 128T Metworking Platform - CentOST provided by 128 Technology, Inc i

Cancel Previous m

rl: 128T AWS Deployment 19



128 Technology

For future access to the instance you will have to specify a set of key pairs, and then press
“Launch Instance”.

Select an existing key pair or create a new key pair »

A Key pErconsals of 3 pabile Key At AVeS siores, 2nd 3 privase ey fibe &t oo sione Togelner, they
allora yow o canmescd (0 wom ssdanee seonely. For Wincows AR e povale Sey sle s oegqueed
nheain thi passwan usd to iog weo your inskanne. For LimneAMIS, tha privals oy 013 alkras yoli in
sacuredy 32H Fao-your instance.

Kotz Thisselectod key palr will 52 added o dhe 5ot of keys auiherend foe itz inshence. | e mon
Bl removwlng selsting key pelrs fom a pubdic AM1,

| GG an fxtshing Koy pai
Selest a key pair

=

# | arknowsedar e | e anerss 1 T sslenien prvie ke N I8 _ma pem), and thae
withaut this fle, | wont be anke to log info my nssance,

Cancef Launch Instances
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Installing 128T Conductor Software

Once launched, the newly deployed 128T instance can be viewed from the “Instances”
submenu under the “Instances” category from the EC2 Dashboard.

I’I Services v

EC2 Dashboard
Events

Tags

Reports

T A A

Instances

Spot Requests
Reserved Instances
Scheduled Instances
Dedicated Hosts

After waiting a few minutes for the instance to boot, the 128T Conductor “Instance State”
turns green, indicating that it is “‘running”. AWS will proceed to validate the instance and
eventually “Status Checks” should indicate “2/2 checks passed”. For future reference, the
table provides the “Instance ID” and the ‘IPv4 Public IP’ address to reach the instance
(since the subnet we used is a public subnet which provides external access).

asarch | HHElainliE iy sral i u Tl
H Homs = Amloee O = wloge Typm + Avadumilip Jw sl Siple ~ Sialow Checd = Mlanm Shajs Puldic DN 71T =4} iPwd Podib 7
B B L2ET Cumuciea w1 HGASHETINT chiaage el & winrr u 8 Dl chavks paiwed 5w Ta WEARAT R e, IETITH
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Once the new instance is running you can complete the installation process for the 128T
Conductor. The AWS 128T Conductor can be accessed with an SSH client such as PUTTY,

using the existing keys selected when launching the AWS instance and the IPv4 Public

IP address.

% PuTTY Configuration

Category:

=) Terminal
- Keyboard
- Bell
- Features
=) Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=l Connection
- Data

1]
o

Basic options for your PUTTY session

Specify your connection by host name or [P address

Host Mame {or IP address) Port
18.224 67.115 | |22 |
Protocol;

() Raw I Telmet () Rlogin (® 55H

Load, save or delete a stored session
Saved Sessions
|F.WS Conductor |

Default Settings =

AWS Conductor ; i

._ Delete

Close window on exit;
(O Aways (I Never (8 Only on clean exit

Cpen Cancel
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To initiate the installation of the 128T Conductor, after connecting via SSH at the “login

as:” prompt enter “t128".

18191174141 - PuTTY

This will automatically start an installation process. The <Begin> option is pre-selected.
Press <Enter> to start the installation process.

18191174141 - PuTTY —

128T Installer

Copyright (c) 2017 128 Technology, Inc.

Select Begin to install 128T
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The next prompt will request a certificate. Since this is a BYOL listing, you need to
contact 128 Technology to obtain a client certificate. After obtaining the certificate you
can paste it into the box. You need to include both the “Certificate” and “RSA Private
Key” sections, and you can paste the “----- BEGIN CERTIFICATE----- "and “----- END RSA
PRIVATE KEY-----" headers into the box

@ 18191174047 - PuTTY = O

Please enter your 128T client certificate
fik=4

VCOKwWyJ: z4aEJEgxcmtxXIPRzTObFudtFgigqRoEdbg4 i ThFLEAS PSP ok
WOPEWTO8CHOISACZ0ze +VV3R0NzKW3CKToRBE0Tz0x TxyWCRX4ET s hcE
DT11ZHIYfgWaUsnkRNEDYdNZmWl+iArpBgR5ZkljdiCmbIfgEj 1pLlSms
OWCBBOKCAQBIxOrXenxITGhgdl++gobkrYng4+HUBGGIMi IUENX1EV] 3Gb
gNwWz64K+aCMcDrR17geDFqNCe/ Ifkr ISXBG1 Fhy=M38hGaDPECW2 7ETCRD
+00ybhHSeadle+asOWba eWY5sp3 1est'avﬂpHXn]]‘v4-5 iZ8Zwd37edEGOWgZ
ztilxDSaciWvedM/ xEXnbLIOwIDZo 4ZW94N1r0GdccSZ oEnvgkEWEXASTC
SxmcanDlaJiwAT7RHS cdxvI+bYJkn] ywbgzY¥Badhe 3DFJ+qiWySelgCwMap
CAnHOYN+9mER/ /mZp] fCAATpPETHBRI TAOTBADOYoOAT dxWPEQVLJ di‘n;i I

HOENgNaMsr 87 veYi+HE shOwuw S k6EXulaBecthMgCZT11HE 8 IvRCMEM+a0
dOWES fme gpxP3MDHo 2T 60b50T0000ThE53iTZi kNPEoC/EL1BNhr 4wcT
xHypgZTTO+agofa0XC1EZ1e fFel BGRUZhhS1Y 7 +k3 rOEAR  Aowmlhtwh/ 10
3 En%dskdGghNRiw] zADWEbDSISiA]jeWSocmT4HgVDoe] SOZYEWWQUYoB:
k1485 1'4-_3 gFMrAePuv]SuSrasgiMvIMEmOAB0SiQYITdiRoocEIchbBRCIEaD

R Hn
————— END R5A PR

After pasting the certificate into the box, Press <Tab> to select the < OK >" prompt and
press <Enter>.

@' 18.191.174.141 - PuTTY

Please enter your 12

Tit=)
EAYEEWYBBAGCOWwQARLODaDBgxM] g|
BAGCSwORAAgOHRgUCVAVELDAaBgO|
KwYBBAGCSwOABAOMDACYMDESLTZ
hkiGowiIBAQsFAROCAGEAWNAI ThiwW|
bkM76aRjHz3FCd6kHeIShh+ofh)
83hbl SYdxC5Lxh3pdf0/1/xJJY5
dVm2iTu220fzVgz JSHE4+ABCvid
ogfBYE3pORGDAYrNsJWRWW=g93a

pY¥E1AGGi0oNWSCRagXVajZ+F
FHC4rhaeCePRTMDOEATCDS OXE 9W|
IJa23Lf1RTaoSFX4MFUpVSQSKUY)|
Z2d5sW]zWSkGyvHGOAdgEpNIDrCiE
phgRQduseRV/GPChbpSmBNp2ThEd
dpF5611P%16AVSpEtZYLL/Z5DKTh)

r-: 128T AWS Deployment 24



128 Technology

The system will retrieve information about the latest versions. By default, the system will

select the latest version, and you can simply hit <Enter> to select the "< OK >" prompt.

128T Installer

Pleage gelect the version
of 128T vyou would 1like to

You will need to confirm this select by using the <Tab> key to select < Yes> and then

pressing <Enter>.

18.191,174.141 - PuTTY

ConTirm Install

Are you Sure you want to
install 128T with version
4.0.1-1.e17.centos?
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For some time (<15 minutes) the system will proceed to retrieve and install the selected

system version.

128T Installer

Installing 128T (this may take a few minutes)

(69/216): boost-128tech-date-time—1.55.0-10.e17
(70/216): boost-l1l28tech-filesystem—1.55.0-10.el
(71/216): boost-l1l28tech-graph-1.55.0-10.e1l7.cen
(72/216): boost-l28tech-iostreams-1.55.0-10.e17
(73/216): boost-128tech-log-1.55.0-10.el7.cento
(74/216): boost-l28tech—-program—-options—1.55.0-
(75/216): boost-1l28tech—-python-1.55.0-10.e1l7.ce
(7T6/216): boost-l1l28tech-random-1.55.0-10.e17.ce
(77/216): boost-l1l28tech-regex—-1.55.0-10.e1l7.cen
(78/216): boost-l1l28tech-system-1.55.0-10.el7.ce
(79/216): boost-l1l28tech-thread-1.55.0-10.e1l7.ce
(80/216) glibc-128tech-2.20-10.el7.centos, 836
(81/216) hirediz—0.13.3-2.el7.centos.x86 &4.1rp
(82/216): glibc-l28tech—common-2.20-10.el7.cent

r-: 128T AWS Deployment 26



128 Technology

When the installation is complete a few additional parameters need to be set to launch
the software. First the “role” of the instance should be set to “Conductor” by using the “C”
key or <Up> and <Down> keys to toggle and then <Space> to select. After pressing
<space>an " should be present for the selected option. Then “< OK>" should be selected

by toggling with the <Right> and <Left> keys. After "< OK >" and “Conductor” are selected
press <Enter>.

2

128T Initializer

gelect . a role for this nodes
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The system can support a variety of High-Availability (HA) modes, but for this example
the “Standalone” option can be selected by pressing <Enter>. The section entitled HA
Deployment provides an example of how to configure HA. That section requires an
initial node, so the section “Installing 128T Conductor Software” creating the initial

Conductor node should be completed first.

2

128T Initializer

What kind Conductor node is this?

T ] T
)l ca o HA D

iy ri

f i i%: H 1L HA peer iz not Iet up

| ¥ 2nd HE Hod HA peer iz already =et
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Descriptive node information can be entered. By default, the “Node Name” is populated
with the private IP address of the instance. For consistency with the tags used in AWS
we recommend entering the “Conductor Name” as the name used in the tag when
launching the instance. Since the system doesn’t accept <space> the < > (underscore)
character can be used in place of space. Then use the <Tab> key to select < OK > and

then press <Enter>.

18191174141 - PuTTY = O

128T Inmitializer

Hode Role
Hode Hame
Conductor Name
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You need to enter a new password for the “admin” user and confirm it on a second

screen. You need to save this password in a safe place to obtain access to the system.

@ 18191174141 - PuTTY — O

Password Setup
Enter the new password for the 128T 'admin'
BIET:

|
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You can choose to participate in our data collection program

18.191.174.141 - PuTTY == O bt

28T Imitializer

Anonymons Data Collection q
The 128T Networking Platform comes packaged with a software process
("Eoadrunner™) that is used to proactively monitor the health and liveliness
of the 128T Router and associated components. This watchdog process collects
anonymous information from the router and sends it to 128 Technology for
storage and analysis. This information helps inform 128 Technology about
software usage, to aid in the support and improvement of the 128 Technology
Networking Platform.

Dizsabling this feature will prevent the sending of anonymous usage data to
128 Technology.

M
Lo
L
(]
"
L7

<Dizable>
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Then the final set up will run, and you'll be prompted to reboot the instance. When the

reboot starts, the SSH connection to the instance will end.

é? 18191174141 - PuTTY

128T Imstaller

A reboot i8 required before starting 128T.

Would vou 1like to reboot the system now?

No =
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After the reboot, you can now connect to the GUI of the 128T Conductor using a Google

Chrome browser and browse to the following URL:

https://<PubliclPAssighedToThelnstance>

Since the certificate is not known by the browser, initially you'll need to select “Proceed

to x.xx.x (unsafe)” or identify the certificate and trusted in the browser.

Privacy errar * +

&« C 1y A Motsecure | bips//18.191.174.141 Q % @

Your connection is not private

Attackers might be trying to steal your information from 18.191.174.141 (for example,
passwords, messages, or credit cards). Learn more

MET:ZERR_CERT_AUTHORITY_INVALID

L] Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy

Hide advanced Back to safety

This server could not prove that it is 18.191.174.141; its security certificate is not trusted
by your computer's operating system. This may be caused by a miscanfiguration or an

attacker intercepting your connection.

Proceed to 18.191.174.141 (unsafe)

r-: 128T AWS Deployment
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After accepting the browser certificate, a 128T Conductor login prompt is present. The
default “Username” is “admin” and the “Password” is the password entered during the

installation process.

e 128T Networieng Platform b1 +

« = C O A MNotsecurs | REps/f18.191.174.141 &% O [

g

128 TECHNOLOGY
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After logging in the 128T Conductor will open the topology page showing a geographic
view of the routers under management. At this point the system can be configured and
managed through the 128T Conductor GUI.

- O (1 & Motsecurs | bt 1825 AT418T dup i B 0 :

&

@

Roters Without
Lemriliaies
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In addition, the 128T Conductor application can also be accessed with an SSH client

such as PUTTY, using the existing keys selected when launching the AWS instance.

rd.

% PuTTY Configuration >
Category:
= Sg.-ssinn Basic options for your PuTTY session |
. TE"" I..nglging Specify your connection by host name or IP address
ol Host Mame (or IP address) Port
- Keyboard
s |18.191.174.141 | |22 |
- Features Protocol:
- Window () Raw {(JTelnet (OPRlogin  (®55H
Pppearance Load, save or delete a stored session
- Behaviour
.. Translatian Saved Seassions
. Salection |F-.WS Conductor |
- Colours .
Default Settings Load
= Connection AWS Conductar ' .
- Data -Saue
- Prooy : 3
- Telnet Delete
- Rlogin
B-S5H
o Close window on exit:
?:Irt'lh (JAways () MNever (@ Only on clean exit
- Tunnels

Cpen Cancel

128T AWS Deployment
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After using the keys and logging in as “t128” you can initiate the PCLI by entering “su

admin” and the password specified on installation.

&P New_128T_Conductor_v1 - PCLI

P
-Te

With the 128T Conductor operational in AWS you can learn more about configuration
and operations through our product documentation or online community at
https://community.128technology.com/home.
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ROUTER DEPLOYMENT

This section describes how to deploy a 128T Router in AWS. The exact time for
deployment will vary, but it averages between 15 and 30 minutes.

Creating a 128T Router Instance

Log in into Amazon Web Services console at https://console.aws.amazon.com using your
account hame, username and password.

amazon
services
Account:

User Name:

Password:

MFA users, enter your code on the next screen

Sign In

Sign- n usng root account credentaks

Once logged into the AWS console the EC2 service needs to be accessed by clicking on
“Services” in the top bar menu, and then selecting “EC2" under the “Compute” category.
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i Services ~  Resource Groups v %

History

( Search services

Console Home

=2 @ Compute

VPC

Billing EC2 Container Service
Lightsail &
Elastic Beanstalk
Lambda
Batch

In order to deploy a 128T Router, an EC2 instance has to be created using the
corresponding 128T AMI. From the “EC2 dashboard”, click the “Launch Instance” button
to start the process of creating an instance in a region.

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Launch Instance

Note: Your instances will launch in the US East (N. Virginia) region

Amazon Web Services EC2 classifies AMIs in several categories. Currently, 128
Technology has created an AMI to deploy a 128T Router from the “AWS Marketplace”
category. The 128 Technology AMIls can be found by searching for “128T".
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1. Chaose AN 2, Ghiogse Falanoe Typs 3, Conhgues knstonce 4. fdd Staroge % #dd Togs & Conhgars Secrty Group I HEdew

Step 1: Choose an Amazon Machine Image (AMI) S s

An AR B 3 lemplate that comtalns the software configuratian (opersting system, applcation server. and appdcations| required to lzunch youwr nstance. You can sekect an
AR proshtad by AWSE, owr user communily. o the AWE Markatplaos, of you can select one of your own Aldls

| 2 ze] % |
T Stard ¢y 1 ia 1 of 1 Progu:ls
My AR5 () 128T Hetworking Plattorm m
L]
I'rJ ' iRl (0] EIIT Mghiosting Piaorm | CemiDET | By 151 Teshnoingy, Inc
AWE Marketplace (1) -

Biing Your Cra Litinee « AWS wiego hets
Comminy AEs (1) Lireilom, Cenl0E 7| 34-brl Cal6) ) Amaenn Wachme irage (SR | Updaied: TR0

Thi 128T Hehworking Pladiorm feaberes archesiration and zom touch provisioning: zom rust
AL Aypars wrtatinn, load nalancing, i poley fafover app Sl VPR
e ! Ty gparsagm 0. gbal pokey Pe
Moreinda
Al Gategaries
Infrastrugiom Sotaan (1)

The following resulls for "128T" ware found in clher catalogs

* Ciperating System
T rasults in My Alls

Clear oot My A i Alle draresid Dy you o0 mliiaesd willn you
A LN 1 results in Commundy Al s
icemos i Crommmursty AR are Ak that am shased by the geneal AWS commeeils

T Zoftware Pricing Plans

11 Bng Your Cwr Licenss
171

T Regian

¥ Current Region (1)
LAl Reglong (18]

Clicking on the “Select” button of the AMI starts the deployment process of the instance.
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128T Metworking Platform
128T Networking Platform Fricing Detalls -
™ The 1287 Hetworking  Flaform faalures Bring Your Own License (BYDL)
rJ " nrrhstratinn and 7 touch provilaning, 7eno nst
26 TECHNOLOGY secuiily, hypavssgmeiilsbion, load balancing, (el Faes
policy, falover, spp SLA VPN gatmway and Wiy
Rt Fing Instance Type Software ECZ  Tota
Uhiakit e 2lmige F0.00 3093 00030
e et = Lo | L, 3
: i 5 wargn 3000 3017 $047he
Product Details 5 adarye 30.00 3.3 S0
Ey 120 an:lm'b-g', Inc 4 Axarga s0.0n S0 RS S0 Elihr
Custott Rating ek 0] cd darge 30.00 50199 $0.198Ma
Latest Verston 12T Metaorhing Platirm | Cenl0ST ™ targe 000 5532 NS
Base Operating Bystem  Linulni, Com0s 7 4 Bxlarge E0.00 31128 S212Bibr
Delivery Methad G2 bit (x5 Amazon Machine imago (M1
B : EBE General Purpose (55D0) velumes
Licenze Agreament  ©oid Liser License Agesmmesl $0°16) it 38 minni of pred s
On Marketplace Bince 2931i
AWS Zervless Required  fmazon 0D, Amazen EZS You will not be charged until you launsh this instance.
Highlights
+ High pesformance Session Smort Router with twnnel-free bondwiddh savings
capabiton
o Zeng-Trust aacurity, nypareagmsentalion, L2-La statafl Nesall routing with
wordy, applicatam dassificeton. load balancer, VPN galeway. amd dymamic mull- -
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After clicking “Continue’, Amazon EC2 provides a wide selection of instance types
optimized to fit different use cases. Instances are virtual servers that can run
applications. They have varying combinations of CPU, memory, storage, and networking
capacity, and give you the flexibility to choose the appropriate mix of resources for your
applications. While several instance types are possible, the selection defaults to the

c4.xlarge instance type recommended by 128 Technology.

onin AMI P Choosa Instance T 3 CamtniFEs Rssanrg | Add AteRgs 5 Add Tags & CANIEs SRTUTEY R T Rala

Step 2: Choase an Instance Type

@ Complie opfimazes
2 Lo ey H 3. THedarg: £ EB 5. Oy BE 25 Ghjank

@ Compute apriTed 4 g : - a

[} Compuis optirizen o xlarge q Th EHS only Y5 High b ]

@ 1 2elarge EBE only

@ ; dxidn

] E -

Cange Previous Review and Launch Nmxt; Conhigure |nstznce Detasis
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After selecting an instance type, click “Next: Configure Instance Details” button, then
select the existing “Network” and existing “Subnet” where this 128T Router instance is to

be connected.

While the 128T Router has many deployment configurations, typically a 128T Router
deployed in AWS sits between the Internet and applications hosted on EC2 instances
within a VPC. Usually the router has one network interface which has a public (Elastic)
IP address that is reachable from the Internet and a second interface with a private IP
address, with reachability to private subnets where the EC2 instances reside.

In this example, we've created a subnet that allows public internet access, so that we
can login to the instance after creation, and a private IP address to reach other EC2
instances. As discussed in the introduction, this document assumes a 128T Conductor
has already been deployed to manage multiple routers, as is typical in many use-cases.
For this scenario you set the “IAM role” to “128T _ZTP".

1. Chglse AR 2 Clnge nstdie Type L Conbsgure histance 4 Add Shmuge . A Ty B Cuiligurs Secuilly Gicup 7. Ruvas
Step 3: Configure Instance Details

Confkpie dhe mstancs o sum your eeguirements, You can Eomch mullipte insiances from the same A1 reguest Sgol nstances 10 ke sdvamizge ol e |oeer

pricing, assign an access management rde to the Instance, 2nd more

Mumber of instances [ 1 Launch inbo Auto Scaling Group G
Purchasing option [

M L vpC-o0ET 1088 | FMEnDez & Aldoms Dema v| & cresle new VRC

Subnst I sutneHeiZimio | mendoz-cxt | us-rasti-2a ¥ Creabe now subnet
7 IP Addreszes avaliable

Auto-assign Public IF () Lise sulnet selting (Engtils)
Flacemsnt greuve | A instancs i pEAcemen] graup
Capmesty Husarvaton; | tpen v | & Creale now Capaoty Resenation
IARErcle: (f 126T_Z12 | O Greate new 1and ol
CPU options (] Specily CPU aplhoog
Shutdown behavier | Shap =
Etop - Hibernate behavier (§ Enabie mibematbo n acdibonal stop behavar

Enabie termination protection i Probect agenst aockentat lermirabion

KMonitorning i Emnalaie ¢
fddmonzl charpes 3ppdy

udivalch delaed momionmg

Cancal Pravious Reveaw and Launch Mext: Add Storage
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The AMI specifies default storage parameters, so the user can skip step “4. Add Storage”.
Instead the user can click on step “5. Add Tags”. In AWS EC2 it is a recommended
practice to label all the relevant elements of a deployment accordingly. By doing so,

these elements can be easily identified and searched at a later time. In the “Add Tags”
menu the user can ‘click to add a Name tag.’

1. Choose AMI 2. Choese Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags

Step 5: Add Tags

A 1ag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Leamn more
about tagging your Amazon EC2 resources.

6. Configure Security Group

Key 27 characters maximum) Value (255 characiers
This resource currently has no tags
Choose the Add tag button or click to add a Name tag.
Make sure your |AM policy includes permissions to create tags.
Add Tag (Up to 50 tags maximum)

Then the ‘Name’ key can be set to a descriptive value. Since in this scenario the
Marketplace AMI is being used to create a Router after a 128T Conductor has already
been deployed, the Conductor greatly simplifies the zero-touch provisioning (ZTP)
process. For this scenario a specialized "Key™ of ‘conductor-ip-primary” can be used to
designate the reachable IP address of the 128 Conductor.

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learm more
about tagging your Amazon EC2 resources.

Key {127 characters maximum) Value (255 characters maximum)

[Name New 128T Router v5 | &
conductor-ip-primary 18.191.133.220 [}
Add another tag (Up to 50 maximum)
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By default, the AMI generates security groups, but the user could modify or customize
the settings. If no further customization is required, then the “Review and Launch”
button can be clicked to complete the deployment. In the review a warning will be
present indicating the instance is not from the free tier, which is expected since AWS
does not categorize this c4.xlarge instance as free. An additional warning could be
present based on your network and subnet settings. Finally, after reviewing the instance

click on the “Launch” button.

1 Clnezzn 50 FoCImusE hrslEnn s Lanrigune ligleis R HIRTHEE ) LRCTRE A Cirigung Sy Cesup i, HeiHm

Step 7: Review Instance Launch

Flaass myicw yair rstance fmeh defis. You can go back o edh changes for cach sochon 2ick Launch 3. asson a ksy [air i yaor ins@nos ant complic 1 lainch prmcess
x
iy 104 eligitle Tor 1he Tree Usage tier
TEE Use el check your Ak SElRctian, nstance e contigureton aplking . or surmgs devices. e more aboi
i anid 'I',D.:]-' TSNS
| 1
= A0 Datzils Eqit AR
T PZAT Nevwerking Platfarm
— T Nabworking Flamom - SastsT
Apod Devios Tyge 08 Viriakoaion frae rem
Hourdy Software Fees; 500000 pesr oy onood sdarges instance Acocdb oral fades of fees may - apply
Saftweane chames wil bemn onon yoal aunch this AW and cantinue unli o somminesa the nstanes
Biy daunching ks product, vau wil be subscibes 10 10k sofiware 8nd agres e vour se of 1his Sofwars I Sudkect 10 e pricTg 1ems and the selers
Lo s Licegise AoreEmEl
* Instance Type Edit mstance typs
Instance Type ECUz  wCPUs Memary |DiS| Instance Siorage [GE] EBS-Optmized Availzhie Metaark Periormance
LR 15 i 15 EBS oty g Han
* Security Groups Lt sanurily groups
Securicy group nama 1287 Neoworng Platonm-1 28T Moteorking Miadanm - Conh0ST-A40icgon By WErim.
D seriplion This secunty group was Jenerales Dy AYE kaketpiace and |5 pased on ecomMmanded SeTings 1or 1287 Netwoiking Piatonm verson 1267
e lwe ki Plattoen - oGS posothed by 120 Fechnoiogy. e
e Frotocal (i Port Rangs i Souice | Descripkion i
b Irislance Delaits Ecdinztancs detailz .

cancst erovous | ([E
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To access the instance you will have to specify a set of key pairs.

Select an existing key pair or create a new key pair »

A Key pErconsals of 3 pabile Key At AVeS siores, 2nd 3 privase ey fibe &t oo sione Togelner, they
allora yow o canmescd (0 wom ssdanee seonely. For Wincows AR e povale Sey sle s oegqueed
nheain thi passwan usd to iog weo your inskanne. For LimneAMIS, tha privals oy 013 alkras yoli in
sacuredy 32H Fao-your instance.

Kotz Thisselectod key palr will 52 added o dhe 5ot of keys auiherend foe itz inshence. | e mon
Bl removwlng selsting key pelrs fom a pubdic AM1,

| GG an fxtshing Koy pai
Selest a key pair

=

# | arknowsedar e | e anerss 1 T sslenien prvie ke N I8 _ma pem), and thae

whncUuE this Sle, | won' be-anke 1o 1og into o instance,
e
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Managing a 128T Router Instance

Once launched, the newly deployed 128T instance can be viewed from the “Instances”
submenu under the “Instances” category from the EC2 Dashboard.

I’I Services v

EC2 Dashboard
Events

Tags

Reports

Instances

Spot Requests
Reserved Instances
Scheduled Instances
Dedicated Hosts

After waiting a few minutes for the instance to boot, the 128T Router “Instance State”
turns green, indicating that it is “‘running”. AWS will proceed to validate the instance and
eventually “Status Checks” should indicate “2/2 checks passed”. For future reference, the
table provides the “Instance ID” and the ‘IPv4 Public IP’ address to reach the instance
(since the subnet we used provided external access).

L s IS ek LT [7] Thetlgdd
B Kane = Insaacg 10 bsance Tyee - Avalzhifity Zosc - Insoce S=ac - Bane Chedky Al S0 Pulalic OHE [Pely P Balalic [P
W Mo 1] Hony vi Bl eI b soch e gy g2t fa & nmng & DT chooss pasoesd Mgms R L LA S LR APLE
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Once the new instance is running the 128 Technology ZTP process will start. The new
128T Router instance will connect to the 128T Conductor IP address specified. After
logging into the existing 128T Conductor, the user can see that the new “Instance ID”
appears as a "‘Pending Assets” in the Conductor. In the Conductor GUI the pending

Instance ID can be associated with the router configuration through a simple pull-down

menu.

e C 1t A MNotsecurs | htps//18.191.133.220/admin/manage/assets e Q A o
LR B

= Manage Assets @ Erik-AWs-Router CONFIGURE

A L Nodes

S PR TR .  Erik-AWS-Router

P e e —
All nodes are starting =% combo

128T-Tenant] ® Asset 1D

All nodes are disconnected E .

128T-THA @

All nodes are disconnected

e

Erik-AWS-Router

b ¥ 1 node(s] awaiting assets

2, test ®

All nodes are disconnected

Tokyo4D0 @

All nodes are disconnected

= Pending Assets (1) 1=

b

i-0c38eSfcOf29adcch
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After this association the ZTP process completes the Router installation and initializes
the router as shown from the 128T Conductor:

3
=
& Manage AsSsEtS @ Erik-AWSs-Bouter COHPEURE
o 9 ink g
-~ HE ¥ -
- 1 Erib- A S - Aoitsar At I Saly LT s T =2
o R
Frik AMWS Rotrics o
AESTAFRT -

Once the AWS router is running you can log into the router GUI via the public IP address:

L Gt A Motsecurs | heaeAAB 191 L0 dachboard i
ri: Erik AW Thouter v 7 . BT, '] B wstzomime= &
i Crashiboard a = +
(i -
s Traffic Patterns Across The RoOUter Oy Rancwdth
(Rl
Gt
L
i
. | 1
a
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The same AWS router can be accessed with an SSH client such as PuTTY, using the

existing keys selected when launching the AWS instance.

% PuTTY Configuration =
Categaorny:
—|- Session Pl Basic options for your PuTTY session
i I . |
: T"“ I_.nglglng Specify your connection by host name or |P address
v Host Mame {or IP address) Port
[18.22467.115 [|22
Protocal:
) Raw (O Telnet - () Rlogin - (@) 55H

i Appearance
- Behaviour

Load, save or delete a stored session
Saved Sessions

Translation Rorh i =
- Selection | AWS Router
P Colours E-Default Settings Load
- Connection | AWS Conductor
L Data [ AWS Router -Save
- Proncy
Telnet Liioii
- Rlogin [ |
=8 SSH - =
t{ex Close window on exit: B
-*J:I't1h [ (O Aways (O MNever (8 Only on clean exit
e X
i Tunnels b
About Open Cancel

EP Erik-AWS-Router - PCLI

With the 128T Router operational in AWS you can learn more about configuration and
operations through our product documentation or online community at
https://community.128technology.com/home.
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Both the 128T Conductor and 128T Router can be deployed in a High Availability (HA)
configuration. The process is the same for both products, but we'll illustrate the steps
for a Conductor. The two HA nodes need to communicate with each other securely, so
this section will describe how to manually generate and share a public key between
the two nodes before the full installation.

Prepare the first Conductor node following the process in the Section “Creating a 128T
Conductor Instance”. Continue with the process in Section “Installing 128T Conductor
Software,” until you reach the “Welcome” prompt.

128T Installer

Copyright (c) 2017 128 Technology, Inc.

Select Begin to install 128T

At this point press <ESC> to stop the 128T Installer.
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In the follow screen select <Yes> which will then drop you to a Linux prompt.

128T Install=r

QuiT che wirsard? K1L
progress will be lost,

FECE <& > |

Instead of proceeding with Node 1, launch a second EC2 instance for Node 2 of the
Conductor following the steps in the Section “Creating a 128T Conductor Instance”.
Continue with the process in Section “Installing 128T Conductor Software,” until you

reach the “Welcome” prompt.

128T Installer

Copyright (c) 2017 128 Technology, Inc.

Select Begin to install 128T

At this point press <ESC> to stop the 128T Installer.
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In the follow screen select <Yes> which will then drop you to a Linux prompt.

Quit che wizasd? RIL
progress will be lo=t,

< xS

The two HA nodes need to communicate with each other securely, so a public key

needs to be generated and manually shared between the nodes. To generate the key,
at the Linux prompt on Node 2 enter:

sudo ssh-keygen -t rsa -N "" -f ~/.ssh/t128 id rsa

Next provide the appropriate permissions by entering on Node 2:

sudo chmod 600 ~/.ssh/t128 id rsa

Finally display the public key by entering on Node 2:

sudo cat ~/.ssh/t128_id rsa.pub

Now copy the text of the key from Node 2 and paste into Node 1.
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Switch to the Node 1 SSH window and enter:

sudo vi ~/.ssh/authorized keys

In vi press <A> to insert at the end of the file. Copy the key from the Node 1 window
and paste the key from Node 2 into the file. Then press <ESC> and <:.wqg> to save the
file. You can verify that the key has been correctly pasted by entering in Node 1:

sudo cat ~/.ssh/authorized keys

Now that the public key has been manually exchanged, you can proceed with
installing the software on Node 1. To restart the installation process enter on Node 1:

sudo installl28t

The 128T Installer screen should appear.

128T Installer

Copyright (c) 2017 128 Technology, Inc.

Select Begin to install 128T
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Continue the with the process in Section “Installing 128T Conductor Software” on Node
1 until you reach the step for "HA Setup.” At this point select the “1**t HA Node."

What kind of

et
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In the next step enter the “HA Address.”

B 18.216.165.117 - PuTTY

BhA Addres=a

Enrer the IP address vo uas for high
availability (HA)., This address should be

reachable by this node's HA peer.

[Fm Address

The address to enter is listed under the “Private IPs” in the EC2 instance console.

Instance: | i-039897e741¢cb98544 (HA Conductor Node 1A)

2.compute.amazonaws.com
Description Status Checks

Instance ID

Instance state
Instance type

Elastic IPs

Availability zone

Security groups

Manitering Tags

039897674 1cb98544

running

cd xlarge

us-east-2a

128 Technolog
Platform-128
Platform - (

Usage Instructions

Public DNS (IPv4)

IPv4 Public IP
IPv6 IPs

Private DNS

Private |Ps

Secondary private IPs

Public DNS: ec2-18-216-165-117.us-east-

2c2-18-216-165-117 us-east-
2 compute amazonaws.com
18.216.165. 117

ip-192-168-128-45 us-east-
2 compute.intzmal

192.168.128.45
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Next provide a Conductor Name, which will be reflected in the configuration after
installation.

P 18.216.165117 - PuTTY - ] 5

Hode Role
Node Hame
Conductor Hame

After selecting <OK>, continue through the prompts as Section “Installing 128T
Conductor Software.” The final screen will prompt for a reboot, but do not proceed
selecting <Yes> at this point.

# rEpoot ia gequired before-starting AZAOT,

Roald au 1lke Lo Eeloch Che: SYATEm: nowy
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Instead of proceeding with Node 1, switch to the Node 2 SSH window and enter:

sudo installl28t

The 128T Installer screen should appear.

128T Installer

Copyright (c) 2017 128 Technology, Inc.

Select Begin to install 128T
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Continue the with the process in Section “Installing 128T Conductor Software” on Node

2 until you reach the step for “HA Setup.” At this point select the “2nd HA Node."

128T Imitializer

HA Sewug

What kind of Conductor node is this?

Mo HA pesr
Hi peer i= not sat up

s
E peer 18 alre
e bl B e s (e B el
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In the next step enter addresses associated with both nodes.

g t128@ip-192-168-128-46:-

HR Setup

Enter the decails for the new node and ita
redundantc peer:

Hode Hame
HA hddrvess
Peer HA Address

< K 3

L »

The “HA Address” is the address associated with Node 2 listed as “Private IPs” in the EC2

console.

Instance: || 1-0f55803dd2213¢263 (HA Conductor Node 1B)

2.compute.amazonaws.com
Description Status Checks
Instance ID

Instance state
Instance type

Elastic IPs

Availability zone

Security groups

Manitoring Tags Usage Instructions
i-0f55803dd2213c263 Public DNS {IPv4)
running IPv4 Public IP
cd xlarge IPvE IPs
Private DNS
us-gast-2a Private |Ps
128 Technology Networking Secondary private IPs

Platform-128T Netwaorking
ntOS7-

AutogenByAWSMP-14

Platform

Public DNS: ec2-18-218-187-198.us-east-

ec2-18-215-187-199 us-east-

2 compute . amazonaws.com
18.218.187.199

ip-192-168-128-46.us-east-
2 compute internal

192.168.128.46

The “Peer HA address” is the private |IP address from Node 1, which should be in the

same subnet.
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Continue the installation process until the initialization prompt.

BF t128@ip-192-168-128-46:~

Initialization of node

'ip-152-168-128-46" was compleced
gucceggfully! Please restart its
redundant pesr in order for it to

recognize this node.

o1



128 Technology

After selecting <Got it!>, you should see the reboot screen for both Node 1 and Node 2
windows. The reboot order is important. Select <Yes> in the Node 1 window first and
then select <Yes> in the Node 2 window.

e T P e T T
Aprdeon g Logdeed Sac Lol dhasl g S38T

@A A TR b ¥nteae bR gaber | peic

e o <5 e
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After the reboot completes in ~1-2 minutes, you can access the Conductor GUI through
the public IP address of either Node 1 or Node 2. On the “Manage Assets” page you can
select the Conductor and see the two nodes.

g O O & Hoteeors | heos 10081305 A mEne zEces * o B @
[ = E:l IAsi A0 rin.rtes
= Manage Assets @ HA Conductor CONFITURE
T q\.
e hicdes.
@ Fouters 1) T |= ~ i
o ip1e21eaz83s eIl
Hi © L N Copductar
T . Conductor &
< I pachals ) awaltng sxsets =
A = Amret L
A Ip-192 16312638
Carduekar
-
-
-
B Merding Adsew (21 1= w

You can select the appropriate “Asset ID” for each node from the drop-down and then
select “Configure.”

“ L o S ERSRTRR NSEREL T R AN R T o3 & !
~H
& B Manage Assets @ HA_Conductar TR
L & Jrrdma
'-3’ Acticr Ragquiresd i
. RETIALTE Asset IO
Changes aee bean reads bo 2nes o Mrons 2ssots, Sloase ._;;-\. iE19E-18E-128-38
- SN 0L I ] 5 Lseparnkad -
=2 zarnrrit pour confiy b Arsize Bnese changes orclizk irels I 1R TR TIE 2 Ll ke
L FILL o collapes tois rressrge
/1] HIDE GO TD COMFAC
2 [0 Heuzersn) TR R ¢ ip-182366-128-39 Pl
" tardee [-SE e Rl TR E L Sk
L ]
=4 T Ha Conductor ERERRED &
2 Al i) avaaic g dseels
&
-
B Pending assets 21 = o
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This will take you to the configuration page where you can “Commit” the changes.

LS - R R o o Lo e R b LR SRR EE TR e TR AL ek L R o =] ' 1

Tasks |1U| F o Ruukes: HA_Londarton B & FaeenonFurring WAL QTS m

™
Birsic Informatiar
-
T i Canincb
- = Lbks B uou
Aeady To Commit (21
F
Husuhe | 2]
rhorns
* (e R L B ]
= Rl R ] i
lp 2y

If you return to the "Manage Assets” page the assets may be various states of
initialization and synchronization initially.

5 0 b Mlrsiine | Wpas B BT i et o B @
I H
{3 = Manage Assets & HA Conductor COMPGIRE
™ a,
Fiks
el T 1= #
- 4 10102108126 33
Y = Conguetor
[ | Ha_faceiio EETETEEN E,l Bunal I Ll Upstirm Yariut
2nzosipl canfiguned =iy -
i 1]
&
LN =
-5
A P 192-188-126-39
CoADUCor
-
- Biset|C SLate Uptira Warghon
COMFICURE
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Eventually both nodes of the HA Conductor should be in a “Running” state.

O & Neocre | harps 2R I8 ST A manag et o ] B ‘ !

s

= Manage Assets @ HA_Conductar CONFIGURE
i
L % He s

Fouters il I -
o Ip193TER 128 36
A,
[ ] LS HEEE EH)

o I_m—"':"""" tior (EETRERIT @ zcowd 1L Sl Uatlrnm Werarin
AL ke e iranidhivng T PRI P IR el s el
]
RESTART >
4, p1827EA12E 35

3 T o ey
e o

Az, B SLale Lt Wy

Amid

3

BESTART =

= Eerrdlivg Assabz i

At this point the HA Conductor is ready for operations.
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OPERATIONAL GUIDANCE

HEALTH CHECK

By default, the 128T Conductor provides many tools with a single pane of glass
interface to assess the health of itself and the managed 128T Routers.

i @ Topology @ QO F (B restsom

.
L1l
O
o~
=
:
0

@aw\x = ~] ra:, @é

T

. i L
o . x-\:'-\-\...,_ 4 N
s Bouters Withoul ™= £ s,
Conmnmes e 4 -
s s
"
— .
S
- -H-‘-‘-\'
a4 . = i)
. —
o =

The following faults for a 128T Router are automatically identified using the 128
Conductor:

e AZ fault - Alarm: No connectivity, Action: restart from AWS Console

¢ Instance fault - Alarm: No connectivity, Action: restart from AWS Console

e Application fault - Alarm: No connectivity, Action: attempt router restart from
128T Conductor

e Storage capacity - Alarm: Disk space, Action: resize instance

e Security certificate expiration - Not applicable
The 128T Conductor can identify some faults associated with itself, but others must be
inferred based on reachability. Since the Conductor does not affect packet forwarding
of routers, the Conductor instance can be restarted to resolve many issues.

e AZ fault - Conductor unreachable, Action: restart from AWS Console

¢ Instance fault - Conductor unreachable, Action: restart from AWS Console

e Application fault - Conductor unreachable, Action: restart from AWS Console
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e Storage capacity - Alarm: Disk space, Action: resize instance
e Security certificate expiration - Not applicable

Both the 128T Router and Conductor can be operated in a High-Availability (HA)
configuration as outlined in Section “High Availability (HA) Deployment.” When HA is
configured, two instances in different availability zones can be used to ensure
continuous operation in the case of AZ fault, instance fault, application fault, or storage
fault in one of the two instances.

BACKUP AND RECOVERY

In the 128T Networking Platform architecture the 128T Conductor is the central point
for management, and it automatically maintains the master configuration for all
routers in the network (each router maintains a local copy as well). For example, if a
Conductor is unreachable, the Router will operate with a local configuration, and
when the Conductor becomes reachable, the Conductor will automatically re-
synchronize configuration with the Router.

For mission-critical applications the Conductor or Router can be deployed in an HA
configuration which makes backup and recovery automatic. The procedure in section
“High Availability (HA) Deployment,” can be used either when the system is initially
deployed or at a later date, if the administrator decides to make an existing
standalone deployment of Router or Conductor Highly Available by adding a second
node. In HA, the configuration is maintained and synchronized between both nodes,
so if one of the nodes fails, the other node will maintain the configuration. When a
failed node starts back up, it will reconnect with the operating node and the full
configuration will be restored. If the failing node must be completely replaced, then
the procedure in Section “High Availability (HA) Deployment,” can be repeated. Once
the new node reconnects with the running node, the full configuration will be
resynchronized. Finally, for lifecycle maintenance, the product makes the software
upgrade process seamless and hitless. In the GUI Assets page, you simply select the
target Router or Conductor and the available release version, and the product will then
hitlessly upgrade both nodes.

r-: 128T AWS Deployment 67



128 Technology

For deployments which are not configured for HA, the Conductor GUI includes
features to maintain configuration backups locally or to import or export the
configuration. In general, we also recommend producing backups of the configuration
before major changes, exporting to external, secure, resilient storage (such as S3), and
ideally including the 128T configuration in broader IT version control system. In the
case of failures in a region, availability zone, or instance, the configuration can be
imported from the external backup to the Conductor and then the entire network
platform would be restored to its previous state.

i 1y Import / Export Configuration ® N F @D sstsom

EXPORT RUNNING COMFIGURATION T

@

. Date Created

[~ Eackup-10a 20N2-0138 TR5007 '2 kB APPLY -

& EREC 72 WB APBLY -

% -beforec 20N8-12-11 09400 T2 KB APPLY -
31205_dema_configg 2018-12-05 161212 72 KB APPLY -
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ROUTINE MAINTENANCE

Once operational, the 128T Networking Platform requires almost no routine
maintenance. To ensure compliance with best security practices occasionally the 128T
Networking System requires a software upgrade. This can be performed centrally from
the 128T Conductor. The Conductor GUI includes a “Manage Assets” page which
notifies the user of optional available upgrades and highlights when a critical update is
available.

i = Manage Assets ® Q0 F @ Lastiom
5 O
Routers T
5 |0
S e
- CONOUCToTr G:'
_ Upgrade 128T r
] ®
}I '
At ®
&
= L
[:l s ] G:I Select a ro

EMERGENCY MAINTENANCE

The architecture of the 128T Networking Platform is highly distributed, resilient, and
natively multi-path, so few failures can completely disrupt the platform. Many of the
failure cases and remediation for a single 128T Router or Conductor are covered in the
“Health Check” section.

For more permanent or unrecoverable failures in AWS, a completely new EC2 instance
can be created. If a 128T Router has completely failed, the 128T Conductor will
continue to maintain that Router’'s configuration, and so a new 128T Routing instance
can be created, connect to the existing Conductor, and the configuration will be
restored. If a 128T Conductor has completely failed, a new 128T Conductor instance will
need to be recreated and then the backup configuration discussion in the “Backup
and Recovery” section can be imported into the new Conductor.

Since many failure scenarios are possible, 128 Technology can also assist with diagnosis
and recovery as discussed in the “Support” section.
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SUPPORT

A wide variety of documentation, release notes, tips, community answers and self-help
videos are available through the 128T Interchange portal at
https://community.128technology.com/interchange/login. For specific issues users can
submit a support request to 128 Technology at
https://128technology.atlassian.net/servicedesk/customer/portals. Technical support
can also be reached by sending an email to support@128technology.com or calling 1-
781-203-8400.

SUPPORT COSTS

128 Technology provides a Support Services Program for our End Users. It is designed
to deliver comprehensive support through all stages of deployment, including design
and planning, lab testing, and full production support. Costs for the Support Services
are included in all Service Subscription Pricing plans.

The Support Services plan provides the following coverage features and informational
services at no additional charge:
e 7X24x365 technical support for deployed production software
e Software release upgrades
e Defect fixes for supported software releases
e Web access to the Support Portal, providing access to:
o User documentation
o Knowledge base articles

o Cases (trouble ticketing system)
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